NHOOPMAIIMOHHAS ITAMSATKA JUJISA OBYYAROLHUXCA JISA PASMEIIEHAS HA
OPULNAJIBHBIX THTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJBINE, a NIKOJLHUKU OJHU M3 CaMbIX
aKTHBHBIX MHoJb30Bareneil PyHera. Mexny TeM, NOMHUMO OIPOMHOrO KOJUYECTBA BO3MOKHOCTEH,
WHTEPHET HECET U MPOo0IeMBl. JTa aMATKa JOJKHA TIOMOYh Tebe 0e30TacHO HaXOIUTHCS B CETH.

Komnvromepnuvie supycol

KommbroTepHblii BUpyC - 3TO pPa3sHOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpaMM, OTJIMYMTEIIBHON
0CcOOEHHOCTBIO KOTOPOI1 SIBISIETCS] CIIOCOOHOCTH K pa3MHOKEHUI0. B onoiaHeHue K 5ToMy, BUPYCHl MOTYT
MOBPEIUTh WIH MOJHOCTHIO YHUYTOXKHUTH BCe (Pailibl M JaHHBIC, MOAKOHTPOJIBHBIC MOJIB30BATEIIO, OT
MMEHU KOTOpPOro Obula 3amylleHa 3apakEHHas MPOrpaMma, a TakKe HMOBPEOUTh WIN AaXKe YHUYTOXUTb
OTIEPaLlMOHHYIO CUCTEMYy cO BcemH (paiinamMu B LesnoM. B OONBIIMHCTBE Cly4aeB paclpoCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeToap! 3a1UTEL OT BPEJOHOCHBIX IPOTrPaMM:

1. Hcnonp3yii COBpeMEHHbIE ONEPALUOHHBIE CUCTEMBbI, UMEIOLIHE CEPhE3HBII YPOBEHD 3aIIUTHI OT
BPEIOHOCHBIX MPOTPaMM;

2. llocrossHHO  ycTaHaBnmuBail mauth (UUGPOBBIE  3alUTATKH, KOTOPbIE aBTOMATHYECKH
YCTAQHABIMBAIOTCA C LEJIbI0 AOPaOTKM MPOrpamMMbl) U Jpyrue OOHOBJIEHHUS CBOEH OIepanuOHHON
cuctembl. CKauuBaili UX TOJNBKO ¢ o(UIMANBHOTO caiita pa3zpaborunka OC. Eciam cyiiecTBYeT peKum
aBTOMATHYECKOTO OOHOBIICHHMSI, BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMITBIOTEpE MMOJI MpaBaMM IOJIB30BATElNs, a HE aJMHHUCTpaTopa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BpPEAOHOCHBIX TPOTpaMM HHCTAJUIMPOBAThCS Ha TBOEM II€PCOHAIHLHOM
KOMITBIOTEPE;

4. Hcnonp3yi aHTUBUPYCHBIE IPOrPAaMMHBIE IPOIYKThI H3BECTHBIX IPOU3BOAUTENCH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyp HpU3NUIECKU TOCTYI K KOMIIBIOTEPY AJISl TOCTOPOHHUX JIHII,

6. Hcnomne3yii BHEITHIE HOCUTEIH HHPOPMAIIH, TAKHE KaK (IIelIKa, TUCK uiH (aiir u3
MHTEPHETA, TOJIBKO U3 NPOQEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHbIC (Dailiibl, MOMy4YEHHBbIE U3 HEHAAEKHBIX MCTOYHHMKOB. Jlaxe Te
(aiinbl, KOTOPBIE MPHUCTAT TBOW 3HAKOMBIH. JIydllle yTOUHHM y HEro, OTIPABIISII JIH OH Te0e HX.

Cemu WI-FI

Wi-Fi - aT0 He BU mepemaun JaHHBIX, HE TEXHOJOTHSA, a BCEro JIUIL Opera, Mapka. Eme B 1991
roJly HHUJEepiaHacKas koMraHus 3apeructpupoBana Opern « WECA», uto 0603Ha4ano cloBocoUYeTaHHE
«Wireless Fidelity», KoTOpbIii TepeBOUTCS KaK «OECTIPOBOIHAS TOYHOCTHY.

Jo Hamero BpeMeHH Joluia pyras abopeBraTypa, KoTopas sBJISIETCS TaKOW ke TEXHOIOTUeH. ITo
abopeBuatypa «Wi-Fi». Takoe Ha3BaHKe OBUIO JAHO C HAMEKOM Ha CTaH/APT BBICHININ 3BYKOBOW TEXHUKHU
Hi-Fi, uto B mepeBo/ie 03HAYAET «BBICOKASI TOUHOCTD.

Ha, OecrmnaTHeIi WHTEPHET-IOCTYN B Kade, OTeNsX H adpornoprax SBISETCS OTIUYHOU
BO3MOYKHOCTBIO BbIXO/Ja B HHTEpHET. HO MHOTHE dKCIepThl CUUTAIOT, 4To obmmenoctynusie WiFi cetn He
SIBJIIOTCSI O€30ITaCHBIMHU.

CoBeTbl 110 6€30MacHOCTH paboTe B 001Ien0CcTymHbIX ceTsx Wi-fi:

1. He nmepenaBaii cBOIO JHUHYIO HHpOpManuio yepe3 odmienoctynabie Wi-Fi cetu. Paboras B HUX,
JKeJlaTeJIbHO He BBOJUTDH NApOJH JOCTYIA, JIOTUHBI U KAKHEe-TO HOMEPa;

2. Hcnone3yii U1 0OHOBIISIH aHTUBHPYCHBIE TPOrpaMMbl U OpaHamayep. Tem caMbIM Th

o0e3omacuinb ceds 0T 3aKaYKy BUPYyca Ha TBOE yCTPOUCTBO; !

3. Ilpu ucmoms3oBanuu Wi-Fi otkmroun ¢yakimio «OO6muii mocTyn K ¢aiaaMm W IPHHTEpaM».
Jannas ¢QyHKIUS 3aKpbiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpPbIE MOJb30BATENM AKTHBUPYIOT €€ ais
y100CTBa UCIIOJIL30BaHMs B paboTe min yueoe;

4. He ucnonp3yit myommunetidi WI-FI st mepenaun nMYHBIX AHHBIX, HAPUMEp IS BBIXOJZIA B
COLIMAJIbHBIE CETH WIH B 3JIEKTPOHHYIO MIOYTY;

5. Unone3y# Tonbko 3ammimieHHoe coeaunenue dyepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOIM UMeHHO «https://»;

6. B moOuabHOM Tenedone orkiaroun ¢ynkimoo «l[loakmouenne k Wi-Fi apromarndeckm». He
JIOIyCKaii aBTOMaTHYECKOT0 MOJKII0YeHHs ycTpoicTBa K cetsim Wi-Fi 6e3 TBoero cornacusi.



Couuanvnuie cemu

CompanpHble CETH aKTHBHO BXOJISAT B HaIly >KW3Hb, MHOTHE IIIOAM DPa0OTAlOT U JKUBYT TaM
HOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJUTHAP/L YEIOBEK, YTO SIBISIETCS OJHOM CebMON BCEX
JKUTEJNeW IUTaHeThl. MHOTrHMe MONb30BaTeId HE TOHMMAIOT, YTO WHGpOpPMAaLus, pa3MelleHHas WMH B
COIMAJIFHBIX CETSIX, MOXKET OBITh HaliIeHa M UCIOJIh30BaHA K€M YTOJHO, B TOM YHCJIE HE 005M3aTeNbHO C
OrarnMu HaMepPEeHHUSMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMANIBHBIX CETAX:

1. Orpannup cnucok napy3ei. Y T1eOs B NPy3biX HE JODKHO OBITh CIy4ailHBIX M HE3HAKOMBIX
JIIONICH;

2. 3ammmiail CBOIO YacTHYIO XH3Hb. He ykaspiBall mapomu, TenedoHBI, aapeca, NaTy TBOETO
POXIEHHS H JpYyTryl0 JW4YHYI0 HWHpOpManui. 3IOYMBIIIJICHHUKA MOTYT HCIOJB30BaTh JaKe
WH(GOPMAITUIO O TOM, KaK ThI ¥ TBOW POJAMUTENH IUTAHUPYETE MPOBECTH KAHUKYJIBL,

3. 3ammmiai CBOIO peryTaIuio - ISpKU €€ B YUCTOTE U 3ajaBaii cede BOIPOC: XOTeN ObI ThI, YTOOBI
Jpyrue TNoJb30BaTeNM BUACIH, YTO ThI 3arpyxaemsb? [lomymail, mpexxae dyeM 4TO-TO OIMyONHMKOBATh,
HaIMCcaTh U 3arpy3uTh;

4. Ecnu TBHI TOBOPHIIG C JIOABMH, KOTOPHIX HE 3HAENIb, HE WCIOIB3YH CBOE peallbHOe UM U
JIPYTYIO THYHYIO HH)OPMAIIUU: UMsI, MECTO JKUTENLCTBA, MECTO Y4eOBl U IIPOYee;

5. Usberait pasmemenus ¢Qororpaduii B MHTEepHETE, THEe THl HM300paKeH HA MECTHOCTH, IIO
KOTOPOI MOXKHO OTIPEAEITUTh TBOE MECTOTIOIOKEHHUE;

6. Ilpu peructpauvu B COLUMATBLHOH CETH HEOOXOJMMO HCIHOJIB30BaTh CIOXKHBIC ITapOJIH,
COCTOSIIHE U3 OYKB U IIU(P U ¢ KOJTHMYSCTBOM 3HAKOB HE MEHEe §;

7. Jna commanbHOW CEeTH, IOYTHl U JPYTHX CAaHTOB HEOOXOIMMO WCIIONB30BaTh Pa3HbIC ITAapOJIH.
Torma ecnu TeOs B3IOMAIOT, TO 3JI0YMBIIIIJICHHUKH TOJy4YaT JOCTYM TOJBKO K OJJHOMY MECTY, a HE BO BCE

cpasy.

Inekmpounvie OeHvU

OJNeKTpOHHBIE JEHBIM — OTO OYEHb YJOOHBIM crmocold IulaTekei, OJHAKO CYHIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYUYUTh 3TH IE€HBIH.

OJEeKTPOHHBIE [AEHBIM MOSBWINCH COBCEM HENaBHO M HMEHHO H3-32 3TOI0 BO MHOTHX
rOCyJIapCcTBax JI0 CHUX MOP HE MPOIKCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (QPYHKIHOHHPYIOT M O HUX YK€ HPOMHUCAHO B 3aKOHE, TJe UX Pa3JelsioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIC U HE aHOHUMHbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemaeTcss MPOBOJUTH oOnepauuu 0e3 HICHTU(GHUKAIMKA TOJNb30BaTels, a B HEAHOHUMHBIX
WICHTH(HUKAIIUH [TOJIB30BATENS SABIISIETCS 00sA3aTEBHOM.

Taroke cienyeT pa3auyarh 3JIEKTPOHHbIE (PUAaTHBIC JEHBIH (PaBHBI TOCYIaPCTBEHHBIM BAJIOTaM) U
3JIEKTPOHHBIE HeHaTHBIE JEHbIH (HE PaBHBI TOCYAaPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI 110 OE30MACHOM PA0OTE € ANEKTPOHHBIMU JICHBAMH:

1. TlpuBsbku K cdery MOOWIBHBIH TeneoH. DTO camblii ymoOHBIH M OBICTPBIH CIOCOO
BOCCTaHOBHUTH JOCTYIl K cueTy. llpuBsizaHHblil TenedoH MOMOXKET, eciu 3a0yAellb CBOM IUIATEXKHBIH
MapoJib WIM 3aiJIelIb Ha CAliT C HE3HAKOMOTI'0 YCTPOMCTBA;

2. Ucnonw3yit ogHOpaszoBbie naposiu. [locie nmepexona Ha YCHIICHHYIO aBTOPU3AIIMIO TEOE yiKe HE
OyzeT yrpoxatb ONaCHOCTb KPaXXH WM IepexBaTa IIIATSKHOTO TapOoIIs;

3. BeiOepu cnoxublii naponb. IlpecTynmHukam OyneT He NpPOCTO yrajaTh CIOXKHBIA I1apoJib.
Hanexxnble mapoiau — 3TO maposin, KOTOPBIE COAEpIKaT HE MEHee 8§ 3HAKOB M BKIIFOYAIOT B CE0Sl CTPOUHBIC
W TponucHble OykBbl, IU(PHI W HECKOIBKO CHMBOJIOB, TakHMe KakK 3HaK Jjgoiuiapa, ¢yHTa,
BOCKJIMIIaTeNIbHBIN 3HaK U T.1. Hanpumep, StRONg!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HA CaliTaxX, KOTOPHIM HE TOBEPSEIIb.

Inexmponnaa nouma

ONEeKTpOHHas TMo4YTa — 3TO TEXHOJOTHA W TPEAOCTaBISIEMble €l0 YCIYTd IO TEPECHUIKE U
MOJTyYEHUIO AJIEKTPOHHBIX COOOIIEHHUH, KOTOpBIE pacCIpeAessioTcss B KOMIBIOTEpHOI cetn. OOBIYHO
SJIEKTPOHHBIM TIOYTOBBIM SIIMK BBITJISIAUT CIEAYIOIIMM 00pa3oM: HMS_IOJb30BaTENA(@UMS_JIOMEHA.
Tarxoke KpoMe nepeiayn IpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTh MepeaaBaTh (anibl.

OCHOBHBIE COBETHI TI0 O€30macHOM paboTe ¢ MEKTPOHHOU MOYTOMH:

1. Hago BbeIOpaTh TpaBHIBHBIA IOYTOBBIH CEpBHUC. B WHTEpHETE €CTh OTPOMHBIM BBIOOP
OecIuIaTHBIX OYTOBBIX CEPBUCOB, OAHAKO JYYIe JOBEPATH TEM, KOT'O 3HACIIb U KTO MEPBBIN B PEUTHHTE;

2. He yka3piBaii B TMUHOM 1ouTe JruHyI0 nHGopManmio. Hanpumep, nydiie BeIOpaTh



«My3bIKaIbHBINA (haHaT@y» ninm «pok2013» BMecTo «remal 3»;

3. Hcmonb3yit IBYXATAIHYIO aBTOPH3AINIO. DTO KOTJIa IOMUMO MApOJisi HY>)KHO BBOJUTH KOJI,
npuckuIaeMblid o SMS;

4. BwiOepu CIOXKHBIN Mapoib. )i KaI0r0 IOYTOBOTO SIIUKA JOJDKEH ObITh CBOM HAJCKHBIM,
YCTOMYUBBIN K B3JIOMY [1apOJIb;

5. Ecnm ecTh BO3MOXXHOCTB HAITUCATh CAMOMY CBOW JIMYHBIN BOIIPOC, UCTIONB3YH ITY
BO3MOXHOCTb;

6. Mcmonb3yii HECKONBKO TOYTOBBIX SIMUKOB. [IepBbIi ISl YacTHOW TEPENUCKU C aJpecaTaMHy,
KOTOPBIM THI JIOBEPSIEIIb. ITO IEKTPOHHBIH aJipec He Hall0 MCIIOIb30BaTh PU PETUCTPAIH Ha (hopymMax
U caiTax;

7. He orkpsiBaii (haiiibl v qpyrue BIOKCHHS B TUChMAaX JIaXe €CIM OHH MPHIIUIH OT TBOUX JAPY3CH.
Jlyumre yrouHu y HUX, OTIIPABIISIIN JIX OHU TeOe 3TH (aiiisr;

8. Ilocne okoH4YaHus PabOTHI HA MOYTOBOM CEPBUCE MEPEJT 3aKPHITHEM BKIIAJKHU C CAHTOM HE
3a0yIb HaXKaTh Ha «BBIATHY.

Kubepoynnune unu eupmyaivnoe uzoeeamenbcmaeo

KubepOymmuHr — mpecienoBaHHe COOOLICHUSMH, COJIEPXKAIMMUA OCKOPOJICHHSI, arpecculo,
3allyTUBaHNe; XyJIUTaHCTBO; COLUAIbHOE OOMKOTHPOBAHHE C IIOMOILBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHEBIE COBETHI IO OOpHOE C KNOEPOYIITHHTOM: .

1. He Opocaiics B 60 Jlyummii croco0: mocoBeToBaThesl Kak ceOsi BECTH W, €CIIM HET TOro, K
KOMY MOXKHO OOpaTHTBLCS, TO BHa4aje yCHMOKOUThCsA. EcCiM Thl HayHelIb OTBEYaTh OCKOPOJICHUSMH Ha
OCKOpOJIEHUS, TO TONBKO e1lle OO0IIbIe pa30okKellb KOH(IIUKT;

2. VYmpasisii cBoeil KnbeppenyTaiuei;

3. AHOHMMHOCTB B ceTH MHUMAasl. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJIUTaHCKUH 00pa3 BUPTYaIbHOH KN3HU. VIHTEpHET (DUKCHUPYET BCE TBOM
JICHCTBYSI U COXPAHSCT UX. Y JAIUTh UX OYAET KpaiiHe 3aTPyIHUTEIBHO;

5. CoOnroaii CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHn4HBIN HeraTuB. OJHOPA30BBIE OCKOPOUTENHHBIE COOOIICHHS Ty YIlIe
UrHOpUpoBaTh. OOBIYHO arpeccusi MpeKpaIacTcs Ha HaualbHOW CTaHH;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B COIMAIBHBIX CETSIX
€CTh BO3MOXHOCTb OJIOKHPOBKHU OTIPABKU COOOILIECHUH C ONpeIeNIEHHbBIX alpecoB;

8. Ecnu Thl cBuperens kuOepOymiauHra. TBow AEHCTBHSA: BBICTYNHTH HMPOTHUB NpecieloBaTels,
[I0Ka3aTb €My, 4YTO €ro JEHCTBHs OLICHUBAIOTCA HETATUBHO, NOJJEPXkKAThb JKEPTBY, KOTOPOH HY>KHA
MICUXOJIOTHYECKask IOMOIIb, COOOIINTE B3POCIBIM O (PaKTE arpecCUBHOrO MTOBEICHUS B CETH.

Moobunvusii menegon

CoBpemeHnHbIe cMapT(OHBI W IJIAHIIETHI COAEPXKAT B cebe BIIOJHE B3POCHbIA (QYHKIMOHAN, W
Tenepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KOMIbIoTepaMu. OJHAKO, CPEIACTB 3alUThl IS
MOJOOHBIX YCTPOMCTB MOKa OUeHb Majo. TeCTHpOBaHKE U TIOUCK YS3BUMOCTEH B HUX MPOUCXOJUT HE TaK
WHTEHCHBHO, Kak st [1K, To ske camoe kacaeTcsi 1 MOOMITBHBIX MPUIIOKEHHH.

CoBpeMeHHbIE MOOMJIbHBIE Opay3epbl yK€ MPAaKTHYECKU JOTHAJIU HACTOJIbHBIE AHAJIOTH, OJHAKO
pacuiperre QyHKIMOHaa BIeYeT 3a CO00H OOJIBIIYIO CI0KHOCTh M MEHBLIYIO 3aIUIIEHHOCTb.

Jlanexo He Bce IPOM3BOJIUTEIH BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIHE KPUTHUECKUE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 1J151 6€30MacCHOCTH MOOMIBHOTO TenedoHa:

1. Huvyero He sBNsieTcs MoO-HAcTosIeMy OecIUlaTHBIM. Byab ocTopokeH, Belb Korja Ttede
npeIararoT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE-TO IUIATHBIE YCIYTH;

2. Jlymaii, mpexae ueM otnpasuts SMS, ¢oto munum Bugeo. Tl TOUHO 3HACLIB, II€ OHU OyIyT B
KOHEYHOM HTOTe?

3. Heo0Oxomumo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOEI'O CMapT(hOHA;

4. HWcnonb3yi aHTUBUPYCHBIE ITPOTPaMMBI JJ1s1 MOOMJIBHBIX Tele(OHOB;

5. He 3arpyxaii npWIOXEHHs OT HEW3BECTHOTO MCTOYHHMKA, BEAb OHHM MOTYT COJEpKaTh
BPEJIOHOCHOE TIPOTPaMMHOE 00eCTICUeHHE;

6. Ilocye TOro Kak ThI BBIHJIENIH C caiiTa, Tlie BBOJIWI JUYHYIO HHPOPMAIIUIO, 32l B HACTPOUKH
Opaysepa u ynanu cookies;

7. Tlepuoamyecku mpoBepsiii KaKKe TUIATHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;



8. [laBaii cBoii HOMEp MOOWJIBHOIO TeiedoHa TOJBKO JIIOAAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpSICIITb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl MM HeE MOJb3yelibcs. He 3abbiBait mHorma
MIPOBEPATH ITO.

Online uzpwot

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPacOYHbIE, 3aXBATHIBAIOLINE pa3BICUCHUS, OObECAMHSIONINE
COTHHM THICSIY YEJIOBEK 110 BceMy MUpy. MIrpoku HcclIenyoT JaHHbIM UM MUp, 00IIat0TCs APYT C APYIoOM,
BBINOJIHSIOT 3aJaHMsA, CPaKalTCs C MOHCTPAaMU M IIOJY4ar0T OMNBIT. 3a YAOBOJLCTBHE OHH ILIATHT,
MOKYHArT ANUCK, OTUIAYMBAIOT a0OHEMEHT HITH IPUOOPETAIOT KaKHe-TO OTIINH.

Bce »TH cpenactBa uAyT Ha MONAEpIKAHME M Pa3BUTUE WIPHI, a TAKXKEe HA caMy 0€30MacHOCTB:
COBEPILCHCTBYIOTCSI CHUCTEMBl aBTOPHU3ALMM, BBITYCKAIOTCS HOBbIE MaT4d (LUQPPOBBIC 3aIUIATKH TS
MPOTrpaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOMT OMacaThCsl HE CTOJNBKO CBOMX COINEPHHKOB, CKOJBKO KpPakKH TBOETO
[apoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3ALUH OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Ecnu nmpyroi#t urpok BemeT ceds MIIOXO0 MM CO3[aeT Tede HEeMpHSTHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. lloxamyiicss aAMUHHCTPAaTOpaM WIPhl Ha IUIOXO€ IOBEJCHHWE 3TOr0 WIPOKA, >KEJIATEIHHO
MPUJIOKUTH KaKHe-TO 10Ka3aTelbCTBA B BUJE CKPHHOB;

3. He yka3piBaii TuuHy0 HHPOPMAIUIO B Tpodaiiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB TIO UTPE;

5. He ycranaBnuBaii HeouIMaIbHbIE TATYH U MOJIBI;

6. Hcmomnp3yii CIIOKHBIE B Pa3HbIe TAPOJIH;

7. axxe BO BpeMs UTPHI HE CTOUT OTKIIFOYaTh aHTUBUpYC. [loka ThI Urpaemnrs, TBO

KOMITBIOTEP MOTYT 3apa3uTh.

Quuunz unu Kpaxca 1u4HsIX OAHHbIX

OOBIYHOW Kpakei JeHer M JOKYMEHTOB CETOIHsS YK€ HUKOTO HE YIHWBHINb, HO C pa3BHTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKA TEPEeMECTHIINCh B HMHTEPHET, M TPOJOJDKAIOT 3aHUMAThCS
«JIFOOUMBIM) JEJIOM.

Tak mosiBUIIaCh HOBasi yrpo3a: MHTEPHET-MOLICHHHYECTBA WM (DHUIIHHT, TJaBHAs LEJb KOTOPOTO
COCTOMT B TIOJy4eHUH KOH(MACHIMAIBHBIX JAHHBIX IIOJb30BaTelNeil — JIOTMHOB M mapojed. Ha
aHrymiickoM si3bike phishing uuraercs kak ¢pummnr (ot fishing — peiOHast 10Bs, PASSWOrd — mapouis).

OcCHOBHBIE COBETHI 110 OOPHOE ¢ PUITHHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecii TBI mojo3peBaemib, 4TO TBOS aHKETa OblIa B3JIIOMaHa, TO
HEeo0X01MMO 3a0JI0KHPOBATh €€ U COOOLIUTH aAMUHUCTPATOPAM pecypca 00 ITOM KaK MOKHO CKOpEe;

2. Hcnonw3yii 6e3onacHbie B€O-CaliThl, B TOM YMCIIC, HHTEPHET-Mara3nHOB M IOUCKOBBIX CHCTEM;

3. Ucnone3yil cloXHBIE W pa3Hble Mapoid. Takum oOpa3oM, ecnu TeOs B3JIOMAlOT, TO
37I0yMBINUICHHUKH MOJTYYaT IOCTYII TOJBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecin Tebs B3MOMaliK, TO HEOOXOAWMO TPENyNPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBiIeHbl y TeOS B JIPY3bsiX, O TOM, YTO TeOs B3JIIOMAIU M, BO3MOXKHO, OT TBOETO HMEHH OyaeT
PacChUIATHCS CIIaM M CCBUTKH Ha (DUITMHTOBBIE CAHTHI;

5. VYcranoBu HanexHsii napoib (PIN) Ha MoOmIbHbII TenedoH;

6. Otki04M coXpaHeHue Mmapoisi B Opaysepe;

7. He oTkpsIBaii (aiibl 1 Ipyrue BIOKEHHS B MUCbMAaXx JIaKe €CIIM OHU NPHILIA OT TBOHX JPY3eH.
Jlydie yTOYHM y HUX, OTHPABIISLTN JTM OHU TeOe ATH (aiiiibl.

Hugposan penymayusn

HudpoBast pemyramus - 3TO HEraTWBHAs WM TIO3UTHBHAs WH(pOpMAalus B CeTH O TeOe.
Komnpomerupytromniast uHGopMaIysi pa3MenieHHas B HHTEPHETE MOXET Cephe3HBIM 00pa3oM OTpa3UThCs
Ha TBOEH peanbHOW km3HU. «LludpoBas pemyranus» - 3TO TBOH MMHUIXK, KOTOPBHIH (OpMHUpYETCS W3
uHpopMaluu o Tebe B UHTEpHETE.

TBoe MeCTO XUTENhCTBA, y4eOBI, TBOE (PHMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX - BCE 9TO HAKATUIMBAECTCS B CETH.

MHorue mNOIPOCTKH JIETKOMBICICHHO OTHOCSTCA K NyOJuKauuu JHYHOH wuHGoOpManuu B
WntepHere, He MOHMMAasi BO3MOXHBIX IMOCHENCTBHHA. ThI Jlaxke HE CMOXeEIb JO0rajarbcsi O TOM, YTO



¢dororpadus, pasMenieHHas 5 JeT Ha3all, cTajla MPUYUHOMN 0TKa3a MpUHATH TeOs Ha paboTy,

KommenTapum, pasmenieHne tBoux (Gororpaduii U Apyrue NEHCTBHUS MOTYT HE MCYE3HYTh JaXe
MOCJIe TOTO, KaK Thl MX YAaluuilb. Thl HE 3HAellb, KTO COXpaHWJ 3Ty MHPOpMAIHIO, MONajia M OHA B
TIOMCKOBBIE CUCTEMBI M COXPaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMArOT O TeOe OKpy’Kaloliee JIOAH,
KOTOpBIC HAWAYT U YBUAAT 5T0. HaliTi mHpOpMAannio MHOTO JIET CITyCTSI CMOXET JIF000H - KaK U3 JOOPBIX
moOy>XKIEHH, TaK ¥ ¢ HAMEPEHNEM IIPUYUHUTH Bpe. ITO MOXKET OBITh KTO YTOTHO.

OCHOBHBIE COBETHI IO 3alIUTE HU(PPOBON permyTaluu:

1. Tlomymaii, mpekie 9eM 9To-TO MyOIMKOBATh U MepenaBaTs y cedd B OJore Wil B CONMAIbHON
CceTH;

2. B HacTpoiikax mnpoduis YCTaHOBH OTrpaHMYCHHS Ha TMPOCMOTP TBOETO NPO(UIS M €ro
COEPKUMOTI0, ClIenai ero TONbKO «IJIs IPYy3eil»;

3. He pasmemail u He yka3piBail MHPOPMAIUIO, KOTOpas MOXET KOTO0-JIMOO OCKOPOJATH WITH
O0OMKaTh.

Aemopckoe npago

CoBpeMeHHbIE LIKOJIBHUKU- aKTHBHBIE IOJIb30BaTENH HU(POBOro mpocrpancTsa. OQHAKO AAIEKO
HE BCE 3HAIOT, YTO MOJIH30BaHHE MHOTMMHU BO3MOXKHOCTSIMH LIU(PPOBOTO MHpa TpeOyeT COOII0ACHUS TTpaB
Ha MHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMHUH  «HMHTEIUIEKTyallbHAass  COOCTBEHHOCTB»  OTHOCHUTCSL K  Pa3lMYHBIM  TBOPEHUSIM
YeJI0BEYEeCKOT0 yMa, HauyWHas C HOBBIX HM300pETEHUH W 3HAKOB, 00O3HAYAIOIIMX COOCTBEHHOCTH Ha
NPOAYKTHl M YCIYTH , W 3aKaHuuBass KHUramu, (ororpadusMu, KHHOPHIBMAMH W MY3bIKAILHBIMU
MIPOU3BEICHUSAMM.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOW3BEACHUS HAYKH,
JUTEepaTypsl MU HMCKyCCTBAa. ABTOpPCKME TIIpaBa BBICTYHAalOT B KadecTBE TapaHTHH TOro, 4YTO
MHTEJUICKTYAIbHBIA/TBOPUECKUM TPyJ aBTopa HE OyIeT HampacHbIM, AacT €My CIIPaBeAJIUBBIC
BO3MOXKHOCTHU 3apa0boTaTh Ha pe3yibTaTax CBOErO TPy[a, MOJyYUTh M3BECTHOCTh M Npu3HaHue. Hukro
0e3 paspellieHHsT aBTopa HE MOXKET BOCIPOU3BOJUTH €0 MPOU3BEICHUE, PACIPOCTPAHSTH, MyOINYHO
JEeMOHCTPHPOBaTh, MPOJaBaTh, HMMIIOPTHPOBATh, IIyCKaTb B TIPOKAT, MYOJUYHO HCIOJHSTS,
MIOKAa3bIBaTh/UCHOIHATE B 3(Upe WK pa3Meniats B MIHTepHeTe.

Hcnionb3oBaHue «IHPATCKOTO» MPOTPAMMHOTO 00ECIeUeHHs MOYKET IIPUBECTH K MHOTHM PUCKaM:
OT TIOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOWCTBA, TJle YCTAHOBJICHHBIN HE
neranpHas mnporpamMMa. He crour Takke 3a0bIBaTh, YTO CYILIECTBYET JieTalbHble U OecIIaTHbIE
MIPOrpaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.

O nopmane

CeTeBU40K.p( - TBOIi IJIABHBII COBETYNK B CETH. 31€Ch Thl MOKelllb Y3HATH 0
0€30MACHOCTH B CeTH MOHATHBIM M IOCTYIIHBIM SI3bIKOM, 2 IPH BO3HUKHOBECHUH
KPUTHYECKOH CUTYyallUU 00PATUTHCS 32 COBETOM. A TaKsKe NIPUHATH y4acTHe B KOHKypcax
H CTATh CAMbIM HM(POBHIM IPaKIAHUHOM !



